
  

 PreCrime – Technologies & 
Countermeasures

@rodsoto
@alexheid



  

 And while they were eating, he said, “I tell 
you the truth, one of you will betray me.”

Luke 22:7-23 
Further on...

"I assure you," ...said to him, "tonight, before 
the rooster crows, you will deny Me three 

times!"



  

What is “Free Will”

● Free will is the 
ability of agents to 
make choices free 
from certain kinds 
of constraints.

From 
Wikipedia.org



  

Sorry No Cartesian Dualism 
here..

“Unfortunately he is not 
human. He will never grow 
old and he will never die — 
and yet he is unable to 
appreciate these 
remarkable gifts, for that 
would require the one thing 
that David will never have: 
a soul.” Prometheus, The 
movie



  

A little empiricism



  

Assumptions

● When it comes to behavior we can only see 
what we can measure.(No Cartesian Dualism 
here :)

● Free will as of now is still believed to exist. 
(Until biology and genetics catch up :) 

● Behavior can be modified and predicted in 
controlled environments. 

● What you type, what you say, what you enter 
in any mobile device or computing system can 
be analyzed in a Molar/Molecular way aiming 
to predict behavior. These devices pretty much 
play the part of measuring sensors.

● Statistics, computing models and algorithms 
are valid methods of collecting, analyzing, and 
parsing behavioral data



  

Can we really predict 
behavior?

● Absolutely. It has been done 
for centuries, from Oracles, 
Wizards, Biologists, 
Psychologists, Psychiatrists, 
Economists, Mathematicians, 
Statisticians, etc...

● Human behavior does not 
occur in the vacuum. It has a 
vector, it can be modified, 
controlled and predicted with 
surprising accuracy



  

Behaviorism

● Behaviorism (or behaviourism), also called the 
learning perspective (where any physical 
action is a behavior), is a philosophy of 
psychology based on the proposition that all 
things that organisms do—including acting, 
thinking, and feeling—can and should be 
regarded as behaviors, and that psychological 
disorders are best treated by altering behavior 
patterns or modifying the environment

● Behaviorists believe behavior can be studied 
in a methodical and recognizable manner with 
no consideration of internal mental states.



  

Behaviorism



  

Some history of behaviorism 
John Watson (January 9, 

1878 – September 25, 1958)

● Psychology as the behaviorist views it is a purely 
objective experimental branch of natural science. Its 
theoretical goal is the prediction and control of 
behavior. Introspection forms no essential part of its 
methods, nor is the scientific value of its data 
dependent upon the readiness with which they lend 
themselves to interpretation in terms of 
consciousness. The behaviorist, in his efforts to get a 
unitary scheme of animal response, recognizes no 
dividing line between man and brute. The behavior of 
man, with all of its refinement and complexity, forms 
only a part of the behaviorist's total scheme of 
investigation.

● Give me a dozen healthy infants, well-formed, and 
my own specified world to bring them up in and I'll 
guarantee to take any one at random and train him to 
become any type of specialist I might select – doctor, 
lawyer, artist, merchant-chief and, yes, even beggar-
man and thief, regardless of his talents, penchants, 
tendencies, abilities, vocations, and race of his 
ancestors. I am going beyond my facts and I admit it, 
but so have the advocates of the contrary and they 
have been doing it for many thousands of years.



  

Predictive technologies

● Google and In-Q-Tel 
have recently injected a 
sum of up to $10 million 
each into a company 
called Recorded Future, 
which uses analytics to 
scour Twitter accounts, 
blogs and websites for 
all sorts of information, 
which is used to 
“assemble actual real-
time dossiers on 
people.”

● Recorded Future takes 
in vast amounts of 
personal information 
such as employment 
changes, personal 
education and family 
relations. Promotional 
material also shows 
categories covering 
pretty much everything 
else, including 
entertainment, music 
and movie releases, as 
well as other innocuous 
things like patent filings 
and product recalls.



  

Is “Free Will” threatened by 
technology.

● The technology sifts through a database of 
thousands of crimes and uses algorithms and 
different variables, such as geographical 
location, criminal records and ages of previous 
offenders, to come up with predictions of 
where, when, and how a crime could possibly 
be committed and by who.

● http://www.infowars.com/pre-crime-
technology-to-be-used-in-washington-d-c-2/



  

Perfect Storm

● Emoticons: :) , LOL, <3, FML, SOL, etc
● Status updates, tags in places, purchases, 

friends, colleagues, travel data, 
● Criminal records, driving records, background 

checks.
● TV Shows, Channels, keywords in searches, 

email, sms, songs listened, purchased movies, 
RX, food, alcohol, etc

Correlation of all this data together presents 
an incredible and powerful tool to PREDICT 
behavior.



  

Perfect Storm, Example

● Subject has arrest record 
● Subject purchases Narcotic
● Subject goes to same location of violence 

record
● Subject purchases alcohol
● Subject update status, tweets keywords 

correlated to antisocial/psychopathic behavior
● Subject falls under times of criminal activity, 

neighborhood with high criminal activity, day of 
the week when certain crimes occur, and time 
frame when certain crimes happen.

If you were in that bar. Wouldn’t you like to 
know what this subject is up to? Would you 
talk to this subject if you knew all this? Would 
you suggest having authorities at least check 
subject up?



  

Perfect Storm.

● To what extent once a governing power has all 
this information, will this affect the ability of this 
subject or anybody else to go anywhere 
without presumption of occurrence of certain 
behaviors based on data? This certainly 
questions the notion of free will to an extent.

● They do it now. Look around when you drive. 
Watch the grocery shopping isles, banners 
that show up while you surf or read email. The 
depth of data that these new technologies are 
providing is previously unseen. Consequences 
will never be the same.



  

Another example

● At around 3:45 a.m. on March 24, 
someone in Fort Lauderdale, Fla., 
used a mobile phone to Google 
“chemicals to passout a person.” 
Then the person searched Ask.com 
for “making people faint.” Then 
Google again, for “ways to kill 
people in their sleep,” “how to 
suffocate someone,” and “how to 
poison someone.”

●

● The phone belonged to 23-year-old 
Nicole Okrzesik. Later that morning, 
police allege, she and her boyfriend 
strangled 19-year-old Juliana 
Mensch as she slept on the floor of 
their apartment. The Google 
searches, along with incriminating 
text messages between Okrzesik 
and her boyfriend, came to light as 
authorities investigated Mensch’s 
death. But what if they could have 
been alerted to the suspicious-
sounding searches immediately? 
Could they have rushed to the 
apartment and saved the girl’s life?

● http://www.dvorak.org/blog/2012/06/
12/coming-soon-google-pre-crime-
precog-app/

Current and upcoming 
technologies will provide REAL 
TIME feed and ability to predict 
based on computer models, 
statistics, algorithms, etc. Pre 
Crime is almost here if is not 
already.



  

Subjects are willingly giving 
information

● Which is presented as a 
way to customize 
location, marketing, 
information services but 
at the same time they 
are also possibly 
incriminating themselves

● “Thoughts” can be 
measured as verbatim 
(Status updates, 
Acronyms, Tweets, etc).



  

Already happening..



  

It's a matter of time



  

Already happening...

“TrapWire is a technology solution predicated upon behavior 
patterns in red zones to identify surveillance. It helps you connect 
the dots over time and distance.

One of the sources of data is facial recognition



  

Is there a way to counter act the 
overwhelming measuring of all your 

behaviors?
● Opt out
● Use tools such as trakmenot 

http://cs.nyu.edu/trackmenot/
● Social desirability: tendency of respondents to 

answer questions in a manner that will be 
viewed favorably by others

● Go back to Phone/SMS. This still shows how 
paranoid you are :)

● Alter patterns of behavior, this will definitely 
take you out of the 10-90 bell curve but don't 
complain if when you search music you get 
Salsa instead of Country Western.

● Randomize answers to request for personal 
info. You really do not need to tell them 
everything about you.

●  Everything you post on the internet will stay 
there and will be used for or against you.
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